TOR USER RESEARCH — MEXTCO — MAY 201§
USER RESEARCHER: ALZSON

Table of Contents

DEIMOGIAPNICS. .. eeeitieeiiieeieecte ettt ee e et e et e st e e s st eessaaeesbeaesssaeessseeessseaesssaeessnsssneaesannnns
ALCHIVITIES . .ttt ettt ettt e s ebb e e e b e e e ba e e e be e e emb e e e abeeeenbeeennbaaeeeeas
(O] 11 F: 151 S F USRS SRRUPSRRRRPRRN
#1 Torsiendo — PIiVate BVENL.......c.c.coterieriereiierienieeteetesie et sat et et e st see s st saeestesaeesbeesaeeesaeee
#2 Torsiendo — Training for JOUINALISES. .......cccviiiieeiieiieeiiecee ettt ae e e ve e e eaeeas
#3 Torsiendo — PUDLIC @VENL.......cocuiiiirieieeieriteeeteeteee ettt ettt st
#4 Torsiendo — WOrkshop With NGOS.......cccuiieiuiiiiiieiiecee ettt ere e e e e
CiUdad de MEXICO....ccueeeeriiritetietentete ettt ettt ettt s et et e s bt e st e st e sat e b e et e sbe e besabesaeesbeenseesareenas
#1 WOrkshop for JOUIMALISES. ....cccuveiiieiieeieccieeciecieeete ettt et e e e veesteebeessaeeaeesraeebeessaeensaeeas
H2 WOTKSNOD TDT ..ottt ettt s e s te e st st e e st e sabaesatessseessesnsaenssaesnns
#3 Meetup CriptOCUIMDION. .....cccciieiiieeeiieeeiee et e et e eereeeteeesteeesaeeesaaeessabeesssaeeesennnssseasssssnssnes
#4 Tor meetup fOr FeMIMISTS. ... ccciiiiiiiierieeiieteeeeeee ettt e e s abe e e s areeennes
H 5 REIAY MEEIUP. .. ceeeuiieiiiieieieeectteeeteeeste e ettt e s tee e s teeesbaeesbeeessseesssseesssseeessseesssseesssnssssneessannns



TOR USER RESEARCH — MEXTCO — MAY 201§
USER RESEARCHER: ALZSON

Demographics

There is no register of the demographics for this travel/activity.

Activities
These activities were conducted in the cities: Chiapas and Ciudad de Mexico, between May 10th
and 20th.

Activities

by city

0 1 2 3 4

mREow 2

Chiapas

#1 Torsiendo - Private event

Audience: 03 / 2 women / 01 man

Title: TorSiendo — Contra la censura, navegacion anénima

When: May 10th

Context:

Technical workshop before the public event.

Agenda:

e Onion Services

* Bridges
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* Onionshare and Tails
* Nextcloud to use with Tor and Raspberry Pi

© Onionshare setup on nextcloud

Experience Map — Installing an Onion Service in a Raspberry Pi

Connect to Run Updates Explanations Connects and Run Installing Tor
raspberry Pi about Ips, NATS  Updates
and .onion

Edit torrc file Removing Tor Update source.list Reinstall Tor Edit torrc file

Open file and Change location to Leave port info as Restart Tor Go to the
uncomment the a location that it is directory where
hidden services makes sense for you installed the
lines you service

$ cd

/var/lib/tor/name/

$ 1s

to show hostname
and private_key
to show your
onion service
name

Connect to the Open Tor Browser Edit a html file for Edit torrc and add
onion the onion service another service
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does it realtes to the difference torify?
Apache and Nginx between Orbot

or websites that and Tor Browser

are on Wordpress? on Android?

80 127.0.0.1:80

Question: CanI  Restart Tor
add another Onion

service to the

torrc file?

Other questions:
* How many onion services does Tor runs? How do you measure the percentage of Tor traffic?

¢ What are the differences between Onion v2 and v3?

Onionshare in Talils

Onion services is a service on your computer and it will stop running if you shut your computer
down.

Questions:

*  Why to use Tor in Tails?
* Should I use Tor for everything or just some things?
* Does the Tor messenger uses onion services?

*  Where you can see our metrics? https://metrics.torproject.org

Bridges
Topics:

* Explaining bridges

* There is only 1000 bridges

* No need to use a bridge in Mexico, because there is no censorship
Questions:

¢ How can I use Tor on iOS?

#2 Torsiendo — Training for Journalists

Audience: Media activists, photographers, journalists, etc.

When: May 11th



TOR USER RESEARCH — MEXTCO — MAY 201§
USER RESEARCHER: ALZSON

Questions:

Why is Tor so slow?
How does the circuits work?
Why does my traffic goes through Germany?

Will Tor help me if my computer is infected with malware? Is Tor browser the same as anti-

malware?

#3 Torsiendo - Public event

Audience: journalists, activists, ngos workers (young and old)

Title: TorSiendo — Contra la censura, navegacion anénima

When: May 11th

Context:

Public event with multiple audience.

Suggestions raised:

We need an explanation somewhere of how to create vanity onions

Something on the support portal that's like....if you want total privacy, use tails.

Questions to be answered:

Why is it so slow?

Does Tor protects my phone number?

Is Tor and Deep Web the same thing? Is it safe?
How does the circuit work?

It says “cookies aren’t saved, only temporarily while using the browser”, what does it

means?

Am I safe using the incognito mode?

Is Tor browser for Android also made from Firefox?

Do I need to type out the whole onion address to connect to it?

Why the .onion domain doesn’t work if I try to access from another browser, like firefox?
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* Is onionshare like google drive -- does it have an archive? or is it just for sending?

(onionshare)

#4 Torsiendo — Workshop with NGOs
City: Chiapas
When: May 13th

Ciudad de Mexico

#1 Workshop for Journalists
Audience: Red de Periodistas - https://www.periodistasdeapie.org.mx/

When: May 15th

#2 Workshop TDT
Audience: Red Nacional de Organismos Civiles de Derechos Humanos — Todos los derechos para
todas y todos - https://redtdt.org.mx/

When: May 16th

#3 Meetup Criptocumbidn
When: May 18th

#4 Tor meetup for Feminists

Audience: Feminists / 07
City: Ciudad de Mexico

Title: Getting to know Tor / Conociendo Tor

Context:

government websites block activist IP addresses and also exit relays

one possible cause of the downloads blocking is that the browser lacks the necessary plugins

Agenda:

* Introductions
* Community agreements

¢ Goals


https://redtdt.org.mx/
https://www.periodistasdeapie.org.mx/
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¢ Roles

e Presentation

Script:

* What are the main Tor’s caracteristics and tools
*  What are the risks of using Tor?
*  Who are your adversaries?
* How do these risks affect your work?
* How can Tor support feminist work?
*  What does a feminist Internet look like?
Where to go if you have a problem: trac.torproject.org

If you want to talk about something more sensible you can reach us privately: alison@torproject.org

Problems related to accessing:

* Problems accessing governmental pages

Questions to be answered:

*  What are the risks associated with using Tor?

* How does Tor affect the use of the Internet for building community and maintaining
community?

* Is it possible to use whatsapp within Tor? (“tools like whatsapp have been important for

creating and maintaining communities™)
*  When to use Tor?
* There is some websites that I can not access trough Tor, why is that? What to do about it?
*  What is this warn about my screen size?
* How can I contribute to Tor?
* How can I raise awareness about Tor with my fellows?

* I find it hard to use Tor, can I send some suggestions or questions about usability? To
where?

¢ Should I use Orbot or Tor browser for android? What is the difference?
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* How can Tor help build community?

Persona:

Journalist, works with sensitive info, does research/write/searchs and visits webpages not wanting
people to know about her certain research. She wants to know more about Tor, how to use it and
how to get trained. She’s going to start doing national television for investigative journalism.

#5 Relay Meetup
Where: UNAM

When: May 20th
Audience: around 6 people

Blog post: https://blog.torproject.org/events/reunion-de-operadoras-y-operadores-mexico



https://blog.torproject.org/events/reunion-de-operadoras-y-operadores-mexico

	Demographics
	Activities
	Chiapas
	#1 Torsiendo – Private event
	#2 Torsiendo – Training for Journalists
	#3 Torsiendo – Public event
	#4 Torsiendo – Workshop with NGOs

	Ciudad de Mexico
	#1 Workshop for Journalists
	#2 Workshop TDT
	#3 Meetup Criptocumbión
	#4 Tor meetup for Feminists
	#5 Relay Meetup


